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PRIVACY POLICY
Nova Platform — House of Galatine
Last updated: August 2026

1. INTRODUCTION

House of Galatine ("Company", "we", "us") operates the Nova Platform. This Privacy Policy describes how we
collect, use, store, and protect your information when you use our Service. This policy complies with the Information
Technology Act, 2000 and the Digital Personal Data Protection Act, 2023 (DPDP Act) of India.

2. INFORMATION WE COLLECT

Account Information: Email address, password (hashed), organization name, role.

Usage Data: Tasks executed, workflows created, governance decisions, audit logs, timestamps.

Content Data: Files you upload, knowledge entries you create, task inputs and outputs, workflow
definitions.

Technical Data: IP address, browser type, device information (collected automatically for security and
analytics).

3. HOW WE USE YOUR INFORMATION

• To provide and operate the Nova Platform

• To execute AI tasks and workflows on your behalf

• To enforce governance policies set by your organization

• To maintain audit trails for compliance purposes

• To improve the Service and fix issues

• To communicate with you about your account and the Service

4. THIRD-PARTY DATA PROCESSORS

Your task inputs and outputs may be processed by the following third-party AI providers:

Provider Data Processed Location Purpose

Google (Gemini) Task prompts + responses Google Cloud AI model inference

Groq Task prompts + responses US servers AI model inference

DigitalOcean All platform data See data residency Hosting infrastructure

Neo4j (self-hosted) Governance policies only Same as hosting Policy graph storage

TinyFish Search queries only US Web search functionality

5. DATA STORAGE AND SECURITY
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• All data is encrypted in transit (TLS/HTTPS).

• Passwords are hashed using bcrypt.

• File access is sandboxed per user — no cross-user data access.

• The governance database (Neo4j) is locked to localhost — not accessible from the internet.

• Prompt injection detection is active on all file operations.

6. DATA RETENTION

• Account data: retained while your account is active.

• Task results: retained for 90 days, then automatically purged.

• Audit logs: retained for 1 year for compliance purposes.

• Uploaded files: retained until you delete them or close your account.

• Knowledge entries: retained until you delete them or close your account.

7. YOUR RIGHTS (DPDP Act 2023)

Under the Digital Personal Data Protection Act, 2023, you have the right to:

• Access — Request a copy of all personal data we hold about you.

• Correction — Request correction of inaccurate personal data.

• Erasure — Request deletion of your personal data. We will delete all your data within 30 days of receiving a
verified request.

• Portability — Export your data in a machine-readable format at any time.

• Withdraw Consent — You may withdraw consent for data processing at any time by closing your account.

8. DATA WE DO NOT COLLECT OR USE

• We do NOT sell your data to third parties.

• We do NOT use your data to train AI models.

• We do NOT serve advertisements based on your data.

• We do NOT share your data with third parties except as listed in Section 4.

9. COOKIES

The Service uses essential cookies only — for authentication and session management. No tracking cookies or
third-party analytics cookies are used.

10. CHILDREN'S PRIVACY

The Service is not intended for users under 18 years of age. We do not knowingly collect data from minors.

11. BREACH NOTIFICATION
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In the event of a data breach affecting your personal data, we will notify you via email within 72 hours of becoming
aware of the breach, in compliance with applicable law.

12. CHANGES TO THIS POLICY

We may update this Privacy Policy from time to time. We will notify you of material changes via email. The latest
version is always available at nova.houseofgalatine.com/privacy.

13. CONTACT

For privacy-related inquiries or to exercise your data rights:

Email: neel@houseofgalatine.com

Data Protection Contact: Indrooneel Panday, Founder

Address: Kolkata, West Bengal, India


